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HOJIMTUKA
I'KYCO BO «I'ychb-XpycTajbHblil CONMATBHO-PeA0MINTAIMOHHBIN LEHTP AJI4
HECOBEPIIEHHOJETHNX» B OTHOIIEHNH 00Pa00TKH MEePCOHATBHBIX JAHHBIX

1. TepMunbl U onpeaeeHUst

[lepconanbubie ganuwie (I1/IH) - nro6as undopmaius, oTHOCAIIAACS K MPSMO WM
KOCBCHHO ONPEACICHHOMY WM OTpenesieMoMy dusndeckomy juiy (cyobekty I1/1H).

OmnepaTop - rocyJapCTBEHHBIM OopraH, MyHUIIMIIAIBHBIM OpraH, I0PUANYECKOE WU
(du3HUecKoe U0, CAMOCTOSATEIBLHO WIIM COBMECTHO C APYTHMMHU JIMIIAMHU OPTaHU3YIOIINUE U
(wm) ocymectBisomue odpaborky IIJ[H, a Takxke ompenemnstomue 1ead 00padbOTKU
I1H, cocraB II/lH, momnexanux oOpaOOTKe, AeicTBUs (omepaiuu), cCOBEpIIaeMbIe C
I11H.

OoOpabotka I1/In - mo0oe neiicTBue (omepanus) WM COBOKYIHOCThH JI€WCTBHIA
(omeparuii), COBEpIIAEMBIX C WCIOJB30BAHMEM CPEACTB aBTOMATHM3AIlMM Wi 0e3
WCTONB30BaHusa Takux cpenacts ¢ [IJIH, Bkirowass cOop, 3amuch, CHUCTEMaTH3AIMIO,
HaKOIUICHUE, XpaHEHHWE, YTO4YHeHue (OOHOBJIEHUE, WM3MEHEHHUE), U3BJICUCHHUE,
UCIIOJIb30BAHUE, nepeaavy (pacripocTpaHeHue, MpeI0CTaBIICHUE, JIOCTYT),
o0Oe3nnurBaHue, OJOKUpOBaHKE, yaaleHue, yauuroxenue [1/1H.

ABtoMaruzupoBanHas oOpabortka [IJ[n - obpaborka I1[IlH ¢ momormpi0 cpeacTB
BBIYUCIIUTEILHON TEXHUKH.

Pacnipoctpanenue IIJIH - neucTBusi, HampaBieHHbIE Ha packpeitue I[I/IH
HEOIPEICIICHHOMY KPYTy JIULL.
IIpenocraBnenne II/IlH - neiictBus, HamnpasiaeHHble Ha packpeitue [1JIH

ONPENEIICHHOMY JIMIY WM ONPENEIEHHOMY KpPYyTY JIULI.
brnokuposanue [1/]H - BpemenHoe npekpaienue oopadotku I1/{H (3a uckoueHuem
clIydaeB, eciii 00paboTka HeoOxoauma st yrounenus [1/1H).

Yunuroxenue [I/IH - neiicTBus, B pe3yJIbTaTeé KOTOPBIX CTAHOBUTCS HEBO3MOKHBIM
BoccTaHOBUTH cojepxkanve [[Jlu B UCIIAH wu (unm) B pe3yiabTaTe KOTOPBIX
YHUYTOXAKOTCS MaTepuaibHble HocuTenu [1/1H.

O6e3nuuuBanue [IJIlH - jeiicTBusi, B pe3yJbTaTeé KOTOPBIX CTAHOBUTCS
HEBO3MOXXHbIM 0€3 HCIOJIb30BaHUS JIOTOJHUTEIBbHOM HH(QOpPMAIMK  OINpPEIeNIUTh
npuHajiexxHocts [1/]H konkpeTHoMy cyObektTy T1/1H.

Nudopmarmonnas cucrema nepcoHanbHbix gaHHbIX (MCIIJIH) - COBOKYITHOCTH
comepxkammxcs B 0a3zax gnaHHbix [IJ[H w oOecnmeuymBaromux #x 00pabOTKy
MH(GOPMALIMOHHBIX TEXHOJOTHI U TEXHUYECKUX CPECTB.

Tpancrpannunas nepenada [1/1n - nepenava I1/IH HA TEppPUTOPUIO MHOCTPAHHOIO
rocyJapcTBa OpraHy BJIaCTU MHOCTPAHHOTO TOCYIapCTBA, MHOCTPAHHOMY (DHU3UYECKOMY
JMIY I UHOCTPAHHOMY FHOPUANYECKOMY JIUILY.



2. Ha3nauyeHue M MPaBOBasi OCHOBA IOKYMEHTA

[Torutuka TKYCO BO «I'ycb-XpycTanbHbli  COLMAIBHO-PEaOUIUTAIIMOHHBIN
IICHTP JUIsl HECOBEPIICHHOJETHUX» (najee mo Tekcty — lleHTp) ompenenser cucremy
B3IJISII0OB Ha mpobOsemy obOecniedeHus OeszomacHoctu [IJI[H u mpencraBisier cobow
CUCTEMAaTU3UPOBAHHOE H3JI0KEHHUE LEJNEN M 3a7ad 3alluThl, KaK OJHO WJIA HECKOJBKO
paBuil, MPOLENYp, MPAKTUYECKUX TMPUEMOB U PYKOBOISIIMX MPHUHIIMIIOB B 00JACTH
nH()OpMAITMOHHOW 0E€30MacHOCTH, KOTOPBIMH pyKOBOACTByeTcs ILleHTp B cBoei
NEATEIbHOCTH, a TaKXe€ OCHOBHBIX MPUHIUIIOB TMOCTPOECHUS, OPraHU3alMOHHbIX,
TEXHOJIOTHYECKUX U MPOLIETYPHBIX aCEeKTOB o0ecreueHus oezonacHocTy [1/1H.

3akoHogaTebHOM OCHOBOM Hactosimed Ilomutuku sBusitorcss KoHcTUTyIus
Poccuniickont ®enepannu, I'paxxnanckuii u TpynoBoit kogaekcel, PenepaibHbIA 3aKOH OT
27.07.2006 Ne 152-®3 «O mnepcoHandbHBIX AaHHBIX», DenepanbHblii 3akoH PD ot
02.05.2006 Ne 59-®3 «O mopsiake paccMOTpeHus obOparieHuil rpaxkaan PDy, 3akoHBbl,
yKa3bl, IOCTAHOBJICHUS, JPYrM€  HOPMATUBHBIE  JIOKYMEHThl  JECHCTBYIOIIETO
3akoHogaTenbcTBa Poccuiickoit denepaunu, nokymeHTel DCTIOK 1 ®CB Poccum.

Hcnonb3oBanue paHHoM IlonmuTkH B KadyecTBE OCHOBBI [JIsi TOCTPOCHHS
KOMIUICKCHON cucTteMbl HH(popmarmonHoit ©Oe3onmacHoctu [IJ[n IlenTpa mo3BoauT
ONTUMHU3UPOBATH 3aTPAThI HA €€ MOCTPOCHUE.

[Ipu pazpaborke I[loMUTUKM yYUTHIBAJIUCH OCHOBHBIE MPUHIUIBI CO3JaHUS
KOMILUIEKCHBIX CHCTEM oOOecrnedeHuss 0e30MacHOCTH HH(POpMALUU, XapAKTEPUCTHKU U
BO3MOKHOCTH OpPraHU3al[MOHHO-TEXHUYECKUX METOJOB M COBPEMEHHBIX alllapaTHO-
MPOrpaMMHBIX  CPEICTB  3allUThl M MPOTHBOJEHUCTBHS  yrpo3aM O€30MacHOCTU
nH(popmanuu.

OcHoBHbIE mMOJOKeHUs [lonuTHkM 0a3upyrOTCS Ha KAa4eCTBEHHOM OCMBICICHUH
BOIIPOCOB 0€30MacCHOCTH MH(OpPMAIMU U HE 3aTParuBalOT BOMPOCOB SKOHOMHUYECKOTO
(KONTMYECTBEHHOI0) aHallu3a PUCKOB M OOOCHOBaHUS HEOOXOJUMBIX 3aTpaT Ha 3alluTy
uH(bOopMaIuu.

3. OcHoBHbIMM 00beKTaMu cucTeMbl 0e3onacHocTH I1/{n B LleHTpe siBJIsiIOTCSI:

- uH(pOPMAIMOHHBIE PECYPCHI C OTPAHUYEHHBIM JA0CTyToM, coaepxkariue [1/1H;

- npoueccsl 06padotku [1In B MCII[Jn Lenrtpa, nndpopmanuoHHble TEXHOIOTHH,
perjiamMeHTsl M Tpoleaypsl cbopa, oOpabOTKM, XpaHEHUsS M mMepenadud HUHpOpMaluu,
nepCcoHal pa3pabOTYMKOB U TIOJIB30BaTENIel CUCTEMBI M €€ 00CITY KMBAIOIIINI TEPCOHAIT;

- uHopManoHHass WHPPACTPYKTypa, BKIIOYAIONIAs CHUCTEMbl O0O0paOOTKH W
aHanu3a uHpoOpMaIK, TEXHUIECKUE U TPOrpaMMHBIE CPEACTBA €€ 00pabOTKU, Tepenadn
U 0TOOpakeHMsl, B TOM YHCJI€ KaHalbl HH()OPMAIIMOHHOTO OOMEHa U TE€JIeKOMMYHHUKALIUH,
CUCTeMBl M CpEJACTBa 3alluThl WH(OpMaMHM, OOBEKTHI M TIOMEIICHUS, B KOTOPBIX
pacmnoJioKeHbl TEXHUUECKue cpenctsa oopadoTku [1/1H.

4. WuTepecshl 3aTparnBaeMbIX Cy0beKTOB HH(POPMALIMOHHBIX OTHOIIEHUH

CyOnexkramu UHGOPMAIMOHHBIX OTHOILICHUM TIpu obecnieuennu 6e3onacHocty I11x
LlenTtpa saBusroTCs:

- Ilentp, Kak cOOCTBEHHUK MH(GOPMAIIMOHHBIX PECYPCOB;

- PYKOBOJICTBO M COTpyIHUKHU LleHTpa, B COOTBETCTBUM C BO3JIOKEHHBIMH Ha HUX
byHKIUAMY;

- (usnyeckue nuua, He ABISAOIIKECH coTpyaHuKamu LleHTpa, HO UMEIIHUMHU C
HUM OTHOIIIEHUS B cpepe COIManbHOM 3aIUTH HACEIICHHUS .
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[lepeuncriienHble CyOBEKTbl WH(OPMAIMOHHBIX OTHOIIEHUH 3aMHTEpPECOBaHbI B
o0ecreyeHuu:

- CBOEBPEMEHHOI0 JIOCTyMa K He00XoauMbIM UM I1/IH (MX HOCTymHOCTH);

- JIOCTOBEPHOCTH (ITOJHOTHI, TOYHOCTH, aJICKBATHOCTH, 11eJ1I0cTHOCTH) [1/]H;

- KoH(ueHIMaTbHOCTU (coxpanenus B Taitue) [1/1H;

- 3alMTHl OT HABSI3bIBAHUS UM JIOKHBIX (HEIOCTOBEPHBIX, NCKaKEHHBIX) [1][H;

- pasrpaHUYeHHs] OTBETCTBEHHOCTH 3a HapyLIEHUsI HUX TMpaB (MHTEPECOB) U
YCTaHOBJICHHBIX TTpaBuil oopatenus ¢ [1/1H;

- BO3MOJKHOCTM OCYILIECTBJIEHUS HENPEPBIBHOTO KOHTPOJIS W  YHPABICHUSA
npoueccamu 00padoTku u nepenayuu [1/1H;

- 3amuThl [1/IH OT HE3aKOHHOTO PAaCIPOCTPAHECHUSI.

4.1.11eau 3a1UTHBI

OCHOBHOM 1I€NBIO, HA JIOCTHXKEHHWE KOTOPOM HAMNPABICHBI BCE MOJIOKECHUS
Hactosmed IlomuTuku, sBiseTca 3amuTa CyOBEKTOB HHGOPMAIMOHHBIX OTHOIIEHUMN
[leHTpa OT BO3MOXHOTO HAHECEHHUS UM MaTEPHAIBHOTO, (PU3NYECKOT0, MOPAIHHOTO HIIU
MHOTO yIlepOa, MOCPEACTBOM CIYYalHOTO WM MpeaHaMepeHHoro BosaencTeus Ha [1/1H,
UX HOCUTEJIH, MPOIECChl 00paOOTKU U TIEpeIayuu.

VYka3zaHHasg 1elb JOCTUTaeTCs IOCPEJICTBOM OOECIEeUeHUs U IOCTOSHHOTO
MOJIJIEpKaHUs clienyromux cBoucts [1J1H:

- JIOCTYIHOCTHU JJIA JIETAIBHBIX MOJIb30BaTeNeH (YCTOMUMBOTO (YHKIIMOHUPOBAHUS
nHpopmarmoHHbeIX cucteMm lLleHTpa, MpuU KOTOPOM TMOJIH30BATEIM MMEIOT BO3MOXKHOCTH
noxydeHus HeooxoauMbix [1/[H U pe3ynbTaToB pelieHus 3aJad 3a MpUEeMIIEMOe Il HUX
BpeMs);

- I[EJIOCTHOCTH M ayTeHTUYHOCTH (MOATBEpKIeHue aBTopcTBa) [1/[H, XpaHUMBIX U
oOpabaTbiBaeMbIX B MHPOPMAIIMOHHBIX cucTeMax lleHTpa u mepemaBaeMoi Mo KaHajaM
CBSI3H;

- KOH(UIEHIIMATBLHOCTH - COXpaHEHUs B TaliHe omnpeaeneHHon yactu [1]1H,
XpaHUMBIX, 00pabaThIBAEMbIX U MIEPEIaBAEMbIX 10 KaHaJlaM CBSI3H.

Heo6xonumplii ypoBeHb JOCTYMHOCTH, LIEIOCTHOCTH U KOH(uaeHmaisHoctu 110
obecrieunBaeTCcs COOTBETCTBYIOIIMMH MHOXECTBY 3HAYMMBIX yIpo3 METOJaMU U
CpPEACTBAMH.

4.2.0cHOBHBIE 3a]a4H cHCTeMbI 0o0ecnieuennsi 6e3onmacuoctu I11n

JIns qoCTHKEHUS OCHOBHOM I1EJTH 3aIlMThI U 00ecrieueHns yka3aHHbIX cBOUCTB I1/1H
cucteMma obecrieueHuss nHpopManronHo Oe3omacHocTH LleHTpa momkHa obOecrneunBaTh
s (PeKTUBHOE pelIeHNEe CASAYIOMNX 3a/1ay:

- CBOEBPEMEHHOE BBISBIICHWE, OIICHKA W MPOTHO3WPOBAHHE HCTOYHUKOB YIPO3
WH(OPMAITMOHHONW O€30MaCHOCTH, MPUYHH M YCJIOBHHA, CIOCOOCTBYIONIUX HAHECCHHIO
yimepOa 3aMHTEPECOBAHHBIM CYOBEKTaM HH(POPMAIMOHHBIX OTHOIICHUH, HapYIICHUIO
HOPMAJILHOTO (DYHKIIMOHUPOBaHUS WH(OPMAITMOHHBIX cUCTeM LleHTpa;

- CO3/laHME MEXaHW3Ma OTMEPATUBHOTO PEarupoOBaHUS HA yrpo3bl OE€30MacHOCTU
nH(pOpMAaITUU U HeTaTUBHBIC TCHICHITUH;

- CO3/laHM€ YCIOBUW JJIS MUHUMH3AIMUA M JIOKAJTU3AIMM HAHOCUMOTO YyIepoa
HEMIPAaBOMEPHBIMU  JICUCTBUSAMU  (U3HYCCKUX U FOPHAWYECKHX JIMI, OcJa0JieHue
HETAaTHBHOTO BJIUSHUS W JUKBUJANMS TIOCIEACTBUN HapymIeHHUs Oe30MacHOCTH
uHpopManuy;
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- 3alMTy OT BMEILIATEIhCTBA B Mpolecc (YHKIMOHUPOBAHUS MHGOPMAILIMOHHBIX
CUCTEM IOCTOPOHHUX JIMIl (JIOCTYNl K HH(POPMALMOHHBIM pecypcaM JIOJDKHBI HMMETh
TOJIBKO 3apETUCTPUPOBAHHBIE B YCTAHOBIEHHOM MOPSJIKE MMOJIb30BATENN);

- pasrpaHUYEHHE [OCTyMa TMOJb30BaTeNe K HWH(GOPMALMOHHBIM, amlapaTHBIM,
MIPOrpaMMHBIM M HHBIM pecypcaM LleHTpa (BO3MOXKHOCTB JOCTyIa TOJBKO K TEM pecypcam
M BBINOJHEHUSA TOJIBKO T€X OIepaluid C HUMH, KOTOpPbIE HEOOXOAMMBI KOHKPETHBIM
M0JIb30BATEJISIM JUIsI BBITIOJIHEHUSI CBOUX JOJDKHOCTHBIX OOSI3aHHOCTEH), TO €CTh 3allUTy
OT HECAaHKIIMOHUPOBAHHOTO JIOCTYIIA;

- o0ecrieueHue ayTeHTU(UKAUH H0JIb30BaTENICH, y4YacCTBYIOIIUX B
nH(POPMALIMOHHOM OOMEHe (MOATBEPKACHUE MOIMHHOCTH OTIPABUTENA U TMOIy4aTess
uHpOpMaIun);

- 3alUTy OT HECAaHKUMOHMPOBAHHOW  MOAM(PHUKAIMU  HUCHOIB3YEMBIX B
nH(GOPMALIMOHHBIX cucTeMax LleHTpa mporpaMMHBIX CPENCTB, @ TaKKe 3aIIUTYy CHUCTEMbI
OT BHEJPEHUS HECAHKLIMOHUPOBAHHBIX IIPOIPaMM, BKIIFOYasi KOMIIbIOTEPHBIE BUPYCHI;

- 3auTy MHGOPMALMK OTPAHUYEHHOTO IMOJIb30BAHUSA OT YTEUKH [0 TEXHUYECKUM
KaHajaMm Ipu ee 00paboTKe, XpaHEHUH U NIepelade 10 KaHalaM CBA3H.

4.3.0cHOBHbBIE IYTH pellieHNs 321a4 CUCTEMbI 3aIUThI

[TocTaBieHHbIE OCHOBHBIE LEIM 3aLIUTHl M PEIICHUE MEPEYUCICHHBIX BBIIIE 3a7a4
JOCTUTAlOTCSL:

- CTPOTMM YYE€TOM BCEX MOJIEKAIINX 3aAIIUTE PECYPCOB UH(OPMAIIMOHHBIX CUCTEM
Lentpa  (uHpopMmanuu,  3amay, JOKYMEHTOB,  KaHaJIOB  CBfA3M,  CEPBEPOB,
aBTOMATHU3UPOBAHHBIX paOOYMX MECT);

- KYpHQJIMPOBaHHEM JECHCTBHUIl MepcoHaja, OCYUIECTBIIAIOMIEr0 OOCITYKUBAaHUE U
MOAU(PUKALIMIO TPOTPAMMHBIX U TEXHUYECKHUX CPEACTB HH(POPMALIMOHHBIX CHUCTEM;

- TOJHOTOM, PeaJlbHOM BBIMOIHUMOCTbIO U HEMPOTUBOPEUMBOCTHIO TPEOOBAHMIA
OpraHMU3aIMOHHO-PACHOPSAUTENbHBIX JOKyMEHTOB lleHTpa mo Bompocam obecrieueHUs
6e3omacHoCcTH UH(POpPMAIUK;

- TMOJATOTOBKOM  JIOJDKHOCTHBIX  JMILI  (COTPYJHHKOB), OTBETCTBEHHBIX  3a
OpraHu3allMi0 M OCYIIECTBICHHE MPAKTUYECKUX MEPONPUATUA 1O O00ECHeYeHHIO
6e3omnacHoctu [1J1H 1 poiieccoB ux o0paboOTKY;

- HaJICJICHUEM KaXKJ0TO COTPYIHHUKA (TI0JIH30BATEIIS ) MUHUMAJIBHO HEOOXOIMMBIMU
JUIS BBITIOJIHEHUSI UM CBOMX (DYHKIIMOHAJIBHBIX 00513aHHOCTEN MOJIHOMOYUSMH 110 JOCTYITY
K MH(pOpMallMOHHBIM pecypcaM LlenTpa;

- YeTKUM 3HAaHMEM M CTPOTMM COOJIIOICGHHEM BCEMH  I0JIb30BaTEISIMU
uHpopmalmoHHblx cucteM LleHTpa TpeboBaHMI OpraHU3aMOHHO-PACTOPSIUTEIBHBIX
JOKYMEHTOB 10 BOIIpocaM obecrnieueHusi 0e30macHOCT HHopMauu;

- MEpPCOHAIBHOW OTBETCTBEHHOCTBHIO 32 CBOM JEWUCTBHSI KaXIOro COTPYIHHKA, B
pamKax cBouX (PYHKIIMOHAJIBHBIX 0053aHHOCTEN MMEIOIIETO JOCTYN K MH(OPMAIMOHHBIM
pecypcam Llentpa;

- HENpephIBHBIM  MOJACpKAHHUEM  HEOOXOIUMOTO  YPOBHSA  3alUIIEHHOCTH
AJIEMEHTOB HMH(POPMALIMOHHOM CpEe/IbI;

- NpPUMEHEHUEeM (PU3MYECKUX U TEXHUUYECKHUX (ITPOrpaMMHO-AMIMAPATHBIX) CPEACTB
3al0UTBl PECYpPCOB CHUCTEMBI M HENPEPBIBHOM aIMUHUCTPATUBHOW MOIJIEPKKON UX
UCIIOJIb30BAHUS;

- 3¢ dHeKTUBHBIM KOHTPOJIEM HaJl coOJIroIcCHUEM M0JIb30BATEIISIMU
nH()OPMAITMOHHBIX PECYPCOB TpeOOBaHM MO 0OecTieueHnI0 0€30MacHOCTH HH(OPMAITUK;



- IOPUAAYECKOM 3aluTOr MHTEepecoB LleHTpa mpu B3aMMOJEHCTBUU C BHEIIHUMH
opranuzanusiMu (cBs3aHHOM ¢ oomeHoM IIJIH) OoT MpPOTUBOMpPABHBIX NEHUCTBUIA, KaK CO
CTOPOHBI 3THUX OpraHM3aluii, TaK W OT HECAHKIMOHHPOBAHHBIX JCHCTBHI
00CITy’KUBAIOLIET0 MEPCOHANIa U TPEThUX JIUII.

5. Iocrpoenne cucrembl, odecniedyeHusi Oe3omacHoctu II/[n Ilentpa, u ee
(GyHKIIHOHMpPOBaHHME NOJ/IKHBI OCYLIECTBJIATHCH B COOTBETCTBMU CO CJEAYHINMMHU
OCHOBHBIMM NPUHUIMIIAMMU:

5.1.3akoHHOCTDH

[Ipenmnonaraer OCyIIeCTBICHUE 3aIIUTHBIX MEPONPHUATHNA M Pa3pabOTKy CHCTEMBbI
oezonacHoctu I1/In IleHTpa B COOTBETCTBHMU C JEHUCTBYIONIMM 3aKOHOJATEIHCTBOM B
obmactu 3anutel [IJ[H, a Takke APyrHuxX 3aKOHOAATEIBHBIX aKTOB IO 0€30MacHOCTH
uHpopmanmun P®, ¢ npumMeHeHHEM BcCeX JIO3BOJICHHBIX METOJI0B OOHApYKEHHUS H
npecedyeHus npapoHapymieHuit npu padote ¢ [1JIxH. [IpunrsTeie mepsl 6e3omacHoctu I1/1H
HE  JOJDKHBI  MPEISITCTBOBaTH  JIOCTYNy  MPAaBOOXPAHUTEIBHBIX  OPraHoB B
MPEYCMOTPEHHBIX 3aKOHOJATEIBCTBOM CITydasX.

Bce nonw3oBatenu UCIIIH 10KHBI UMETh MPEICTaBICHUE 00 OTBETCTBEHHOCTH 32
MpaBoHapyIieHus B ooaactu oopadotku [1/1H.

5.2.CHCTEeMHOCTD

CucTeMHBI MOAXO0J K MOCTPOCHHUIO CUCTEMbI 3aliuThl uHpopmanuu B lleHTpe
IIPEAIIOJIaracT yyeT BCeX B3aMMOCBS3aHHBIX, B3aUMOACHUCTBYIOIINX U U3MEHSIOIIUXCSA BO
BPEMEHU DJJIEMEHTOB, YCIOBUUA U (AKTOPOB, 3HAUUMBIX JIJIi TIOHMMAaHHUS M PEIICHUs
npobsieMbl obecrnieueHus 6e3omacHocT I1/1H.

[Ipu co3manuu cuCTeMbl 3alUTHI JTOJDKHBI YYUTHIBATHCS BCe ciabble W Hambosee
ysizBumbie Mecta UCIIJIH, a Takke Xapakrep, BO3MOKHbIE OOBEKTHI M HAMPABICHUS aTaK
Ha HEE CO CTOPOHBI HAPYILLIUTEIEH.

Cucrema 3alIuThl 10KHA CTPOUTHCS C YYETOM HE TOJIBKO BCEX M3BECTHBIX KAaHAJIOB
MPOHUKHOBEHUS M HECAHKIIMOHUPOBAHHOIO JOCTyMa K WHGOpPMAlUU, HO U C Y4ETOM
BO3MOKHOCTH MOSIBJICHUS HOBBIX MyTEH pean3aiuu yrpo3 0€30MacHOCTH.

5.3. KoMIJIeKCHOCTH

KoMriekcHOe HCTIOIh30BaHUE METOIOB U CPEJICTB 3aITUTHl KOMITBIOTEPHBIX CHCTEM
MIPEANoJaraeT COTJacOBaHHOE IPUMEHEHHUE PA3HOPOIAHBIX CPEICTB TPH IMOCTPOCHUU
IIEJIOCTHOM CHUCTEMBI 3alllUThI, MEPEKPHIBAIOIICH BCE CYIIECCTBEHHbIE (3HAYUMBIC) KaHAJBI
peanu3aliid yrpo3 MU HE CcoJepKamed caa0dblXx MEeCT Ha CThIKax OTIEIbHBIX €¢
KOMIIOHCHTOB. 3aIuTa J0JDKHA CTPOMTHCS SIICIOHHPOBAHO. BHENIHSAS 3amuTa JT0JKHA
obecrieunBaThCs (PU3NICCKUMU CPEACTBAMH, OPTaHU3AIIMOHHBIMHU M IIPAaBOBBIMH MEPAMH.

5.4.HenpepbIBHOCTH 3aIUTHI

Obecnieuenne Oe3omacHoctu [I/lH - mpouecc, OoCylIecTBIsIEMbli PYyKOBOJCTBOM
[lenTpa, OTBETCTBEHHBIMM 3a oOpraHuzauuio oOpabotku II[IlH U coTpyaHuUKamMu Bcex
YpPOBHEH. ODTO HE TOJBKO W HE CTOJBKO NpoLEeAypa WM IOJUTUKA, KOTOpas
OCYILIECTBIISIETCSA B ONPENEIICHHBIA OTPE30K BPEMEHH WJIM COBOKYITHOCTH CPEJICTB 3allUTHI,
CKOJIBKO ITPOLIECC, KOTOPBIM JOJKEH MMOCTOSIHHO MATH Ha BCEX YPOBHAX BHYTpH LleHTpa n
KKl COTPYIHMK JOJDKEH NPUHUMATh Y4acTHE B 3TOM Iporecce. JesTeNbHOCTh 110



o0OecrieyeHUI0  MHPOPMALMOHHOW  O€30MACHOCTH  SIBJIIETCA  COCTABHOM  YacThiO
noBceAHeBHON gestenbHOocTH Llentpa. W ee 3dekTUBHOCTH 3aBUCUT OT y4yacTus
pykoBojicTBa LlenTpa B o6ecneuennu nupopmarmoHHoi 6e3onacuoctu [1J1H.

Kpome Toro, puznyueckum M TEXHUYECKUM CPEICTBAM 3alIUThI I 3PHEKTUBHOTO
BBITIOJIHEHUS ~ CBOMX  (yHKIMI ~ HeoOXoAauma  IOCTOSIHHAsh  OpraHU3alMOHHAas
(anMHUHHMCTpATUBHAS) TOJAJEPKKa (CBOEBpPEMEHHAss CMEHa U OOecleyeHUe MPaBUIBLHOTO
XpaHEHHs] M TPUMEHEHHS HMEH, MapoJield, NEepeoNpeAeICHHEe MOJTHOMOYMI H T.IL.).
[lepepsiBbl B paboTe CPEACTB 3aIUUTHI MOTYT OBITh MCIIOJIB30BaHbI 3JI0YMBIIUICHHUKAMU
JUISl aHAJIM3a TPUMEHSEMBIX METOJOB U CPEICTB 3aLIUTHI, Uil BHEAPEHUS CIELUAIBHBIX
IIPOrpaMMHBIX U allllapaTHbIX "3aKiIaJoK" U APYTHX CPEACTB NPEOAOJIEHUS 3aIMTHI.

5.5.CBoO€eBpEeMEHHOCTH

[Ipeamonaraer ynpexaaromuii Xxapaktep Mep odecnieuenus 6e3omacuoctu [1/1H, To
€CTh TIOCTAHOBKY 3aj/1au Mo KomruiekcHou 3ammrte [1J[H u peanuzanuio Mmep obOecrieueHus
6e3onacHoctu [1JIH Ha paHHUX CTAIUAX pa3paOOTKU HH(POPMAITMOHHBIX CUCTEM B IIEJIOM U
UX CUCTEM 3alIUThl, B YACTHOCTH.

Pa3paboTka cucTtembl 3alUTHl JOJKHA BECTHUCH MapajuIeNIbHO C pa3pabOTKoOW H
Pa3BUTHEM CaMUX 3allHUIIAeMbIX HHPOPMAIMOHHBIX CHUCTEM. OJTO TO3BOJHUT YYECTh
TpeOoBaHMsI 0€30MACHOCTH TMPHU MPOSKTHUPOBAHWU APXUTEKTYPhl M, B KOHEUHOM CUETE,
co3nath Oosee 3pdekTuBHBIC (KaK MO 3aTpaTaM PECypcoB, TaK U MO CTOMKOCTH) CUCTEMBI,
o0Jaaronye J0CTaTOYHBIM YPOBHEM 3aIIUIIEHHOCTH.

5.6.1lpeeMCTBEHHOCTDH U COBEPIIEHCTBOBAHHE

[Ipenmonaraer MOCTOSSHHOE COBEPUIEHCTBOBAaHUE Mep U cpeAcTB 3ammThl [IJ[H Ha
OCHOBE TPEEMCTBEHHOCTH OPraHM3alMOHHBIX W TEXHUYECKHX PEIICHUH, KaJpOBOTO
cocTaBa, aHanu3a QyHkurnonupoBanuss UCIIIx [{enTpa u cUCTEMBI X 3allUThI C Y4ETOM
M3MEHEHUHN B METO/aX M CPEeACTBAxX mepexnara MH(OpMaLKU, HOPMATUBHBIX TPeOOBaHUI
0 3aIlUTE, JOCTUTHYTOTO OTEYECTBEHHOTO U 3apyOE’KHOTO OIbITa B 3TON 00JIaCTH.

5.7.PazymMHast 10CTATOYHOCTH (AKOHOMHUYECKAS 11€J1eCO00Pa3HOCTD)

[Ipenmonaraer coOTBETCTBUE YpPOBHS 3aTpaT Ha oOecrieueHue Oe3omacHocTH I1/(H
[IEHHOCTH HMH(POPMAIIMOHHBIX PECYpCOB M BEJIMYMHE BO3MOXKHOIO yiepda oOT ux
pasTialleHus], YTpaThl, YTEUYKHW, YHUUYTOXKEHUS U HUCKaXeHus. lcmosb3yemble MeEpbl U
cpencTBa obecneyeHus: 0€30MacCHOCTH MH(POPMALIMOHHBIX PECYPCOB HE JTOJKHBI 3aMETHO
yXyJlaTh JproHoMuYeckue rmokazarenu pabotrel kommoHeHToB WCIIIn Ilentpa.
W3numnne Mepbl 6€301acHOCTH, MOMUMO SKOHOMUYECKON HEA(P(HEKTUBHOCTH, MPUBOISAT
K YTOMJIEHUIO U PAa3IpaKEHUIO IEPCOHAIA.

Coznath  aOCOJIIOTHO — HENPEOJOJMMYI0 CHUCTEMY  3alIUThl  MPUHIUIHAIBHO
HeBO3MOXHO. [Toka IT/IH HaxonsTcst B oOpalieHu, MIPUHUMAEMbIE MEpPbl MOTYT TOJBKO
CHU3UTH BEPOATHOCTh HETATUBHBIX BO3ACUCTBUNA UM YIIEpO OT HUX, HO HE UCKIIIOUUTH UX
MTOJHOCTBIO. IIpy 1O0CTaTOYHOM KOIMYECTBE BPEMEHU U CPEACTB BO3MOKHO IIPEOJOJIETH
moOyro 3amuty. [lodTOMy uMEeT CMBICH paccMaTpuBaTh HEKOTOPBIM MPUEMIIEMbII
ypoBeHb obecrieueHus: 0e30macHOCTH. Bpicokoa(dexTuBHas cucTeMa 3alluThl CTOUT
J0pOT0, UCHOJb3YyeT NpU paboTe CYIIECTBEHHYIO YacTh PECYpCOB U MOXKET CO37aBaTh
OLLyTUMBbIE JOMOJHUTENIbHbIE HEYJ0OCTBA MOJIb30BaTEIsIM. BakHO MpaBUIIBHO BHIOpATh
TOT JAOCTATOYHBIA YPOBEHB 3AILMTHI, IPU KOTOPOM 3aTpaThl, pUCK U pa3Mep BO3MOKHOTO
yiiep0a ObUTH OBl TPUEMIIEMBIMH.



5.8.IlepcoHaibHAs OTBETCTBEHHOCTD

[Ipenmonaraer BO30KEHHWE OTBETCTBEHHOCTH 3a oOecmieueHue 6e3omacHoctu [1J[x
U CHCTEMBI WX 00pabOTKM Ha KaXXIOTr0 COTPYAHHMKA B Tpelenax ero MmojJHoMouuid. B
COOTBETCTBUHM C 3THUM MPHHIIUIIOM pacIpeliejiCHHe MpaB U OOS3aHHOCTEH COTPYIHHKOB
CTPOUTCSI TaKUM 00pa3oM, 4TOOBI B Cllydae JIF0OOTO HapyIICHHs] KPYT BUHOBHHUKOB OBLI
YETKO U3BECTCH WU CBEJICH K MUHUMYMY.

5.9.MunuMHU3anus NOJTHOMOYMIA

O3HavaeT NPEeAOCTABICHUE [OJH30BATEISIM MHHUMAJIBHBIX MpaB JOCTyma B
COOTBETCTBUM CO  chy:keOHoi  HeoOxomumocThio. Jloctym k II[ln  gomkeH
MPEOCTABISATHCS TOJIBKO B TOM Clly4ae U 00beMe, €ClId 3TO HEOOXOIUMO COTPYIHUKY ISt
BBITOJIHEHHUS €T0 JIOHKHOCTHBIX 005S3aHHOCTEH.

5.10.Uckar0oueHue KOH(PIUKTA HHTEPecoB (pa3aesnenne PyHKIMIA)

OddextuBHas  cucrema  obecrieueHuss ~— UHPOPMAIMOHHOM  OGE30MACHOCTH
IpearnoiaraeT 4YeTkoe pas3ziesieHne o0A3aHHOCTEH COTPYAHUKOB U UCKIIIOUCHUE CUTYaIIHA,
Korja cdepa OTBETCTBEHHOCTH COTPYJHUKOB JOIMYyCKaeT KOHGIUKT uHtepecoB. Cdepbl
MOTEHIIMAIBHBIX KOH(JIMKTOB JODKHBI BBISBISTHCS, MUHUMU3UPOBATHCS, U HAXOJUTCSA
MO0J] CTPOTUM HE3aBUCHUMBIM KOHTpOJIeM. Peanuzaiius 1aHHOTO MPUHIMIIA MPEAnosaraeT,
YTO HE OJAWH COTPYJIHUK HE JIOJHKEH UMETh ITOJITHOMOYHUH, MO3BOJISIIOIIUX €MY €IMHOJIUYHO
OCYILIECTBJISITh  BBIMIOJHEHWE  KPUTHYHBIX  omneparuil. Hajenenue  cOTpyIHHKOB
MOJTHOMOYUSIMHU, TOPOXKIAIOMIMMU  KOH(PIUKT HMHTEPECOB, JAae€T €My BO3MOXHOCTh
MMOATACOBBIBATh MH()OPMAITHIO B KOPBICTHBIX IESIX WM C TEM, YTOOBI CKPBITH TIPOOIEMBI
WM TIOHECCHHBIC YOBITKM. [l cHWKeHus pucka ManumyiaupoBanus [IJ[H m pucka
XUIICHNS, TaKWe TOJHOMOYHUS JODKHBI B MaKCHUMaJIbHO BO3MOKHOW CTETICHH OBITH
paslesieHbl MEXIy pa3iuuHbIMU coTpyanukamu llentpa. HeoOxomumo mpoBOAHTH
NEPUOUYECKUE TPOBEPKU OOS3aHHOCTEH, (PYHKIUH U JESITEIbHOCTH COTPYIHUKOB,
BBITIOJIHAIONIMX KIIOUeBble (YHKIMH, C TEM, 4YTOObl OHU HE HMMEIH BO3MOXKHOCTHU
CKpBIBaTh COBEPIICHHE HEMPABOMEPHBIX JecTBUi. Kpome Toro, HE00OX0MMO TPUHUMATh
CrHieIMaIbHbIE MEPHI IO HEJOMYIICHUIO CTOBOPA MEXKIY COTPYAHUKAMHU.

5.11. B3aumojeiicTBHE U COTPYAHUYECTBO

[Ipeanonaraer co3manue OnaronpusTHON aTtMocdepsl B KosuiekTuBe llenTtpa. B
TaKOW OOCTAHOBKE COTPYIHUKHU JOJIKHBI OCO3HAHHO COOJIIOJaTh YCTAaHOBJICHHbBIE MpPaBUIIa
Y OKa3bIBaTh COJCHCTBUE JACATEILHOCTH OTBETCTBEHHOTO 3a 00paboTKy I1/1H.

PykoBoacTBo LleHTpa HEceT OTBETCTBEHHOCTh 3a CTPOroe COOMIOJEHUE ITUYECKUX
HOPM U CTaHIApPTOB MPO(ECCHOHATBHON  JESITEIBHOCTH, IMOJYEPKUBAIOIICH U
JEMOHCTPUPYIOIIECH MEepCOHANTY BaXKHOCTh oOecrnieueHusi MHGOpMamoHHOW 0€30MacHOCTH
lentpa. Bce corpynHuku LleHTpa HODKHBI MOHMMAaTh CBOK pOJb B MPOLECCE
obecrieueHrss UHPOPMAITMOHHOW OE€30MACHOCTH U MPUHUMATH YYacTHE B 3TOM TIpoIecce.
HecMoTpst Ha TO, uTO BBICOKAs KyJibTypa oOecrieueHrs WHPOPMAIMOHHON 0€30macHOCTH
HE TapaHTUPYET aBTOMATUYECKOTO JOCTIDKCHMSI IIeNIel, €€ OTCYTCTBUE CO37acT OOoJbIie
BO3MOXHOCTEH Il HapylieHus O€30MacHOCTH WM He OoOHapyxeHus (akToB ee
HapyIIEHUS.



5.12. T'uéKoCTH CHCTEMBI 3AIIUTLI

Cuctema obecneueHuss HHGOPMAIMOHHON 0€30MacHOCTH JO0JKHA OBITh CIOCOOHA
pearupoBaTh Ha M3MEHEHHUS BHEIIHEH CPEJbl U YCIOBUH ocyriecTBieHUs [{enTpoM cBoel
IETEILHOCTH. B 4nciao Takux N3MEeHEHUH BXOIAT:

- M3MEHEHUs OPraHU3aIlMOHHON M IITaTHOH CTPYKTYpHI LleHTpa;

- W3MEHEHWE CYIIECTBYIONMX WM BHEAPCHHWE MPUHIUIHAILHO  HOBBIX

UH(OPMAITHOHHBIX CHCTEM;

- HOBBIC TCXHHUYCCKHE CPEJICTBA.

CBOMCTBO THOKOCTH CHCTeMBbI oOecrieueHuss HHGOPMAIMOHHONW Oe30MacHOCTH
n30aBIISIET B TaKUX CHUTYalUsSX OT HEOOXOMWMOCTH TPHHATHS KapAWHAIBHBIX MEpP I10
MOJITHOM 3aMEHE CpEJCTB W METOJOB 3allUThl HA HOBBIE, YTO CHIDKAET €€ OOIIyro
CTOMMOCTb.

5.13. OTKpHITOCTH AJATOPUTMOB U MEXAHU3MOB 3aIIIUTHI

CyTp NnpuHLUIIA OTKPHITOCTU aJTOPUTMOB U MEXAHU3MOB 3aLUTHI COCTOUT B TOM,
YTO 3allluTa HE JOJDKHA OOECHEeYMBATHCA TOJIBKO 3a CUYET CEKPETHOCTH CTPYKTYPHOMH
OpraHM3ali U aJrOPUTMOB (PYHKIIMOHUPOBAHUS €€ MOJICUCTEM. 3HAHUE AJITOPUTMOB
paboThl CHCTEMBI 3alIUTHl HE JIOJDKHO JaBaThb BO3MOXKHOCTH €€ MpeojoJieHus (maxe
aBTOpaMm). JTO, OJIHAKO, HE O3HAYaeT, 4To MH(poOpMaLus 00 HCIONb3yEeMbIX CUCTEMAaX U
MEXaHMU3MaXx 3alUThI 10JKHA OBITh O0IIEIOCTYIIHA.

5.14. IlpocToTa NpUMEHEHUS CPEICTB 3alUThI

MexaHu3MBbl 1 METOMABI 3aIUTHl JOJKHBI OBITh HHTYUTHBHO TOHSITHBI U MPOCTHI B
MCIIONTb30BaHUU. [IpuMeHeHne CpecTB U METOJOB 3alTUThI HE OJDKHO OBITH CBSI3aHO CO
3HAHUEM CHEIUAIbHBIX S3BIKOB WJIM C BBIOJHCHUEM JICHCTBUN, TPEOYIOMUX
3HAYUTEITLHBIX JOTIOTHUTEIBHBIX Tpyao3arpar npu OOBIYHOMU pabote
3aperuCTPUPOBAHHBIX TMOJB30BATENEH, a TakKe HE JOJDKHO TpeOOBaTh OT MOJIB30BATEIS
BBITIOJTHCHUSI PYTHHHBIX MAJIOMTOHATHBIX €My OTepaIuii.

5.15. O00CHOBAHHOCTH M TEXHUYECKASl Peau3yeMOCTh

NHdpopmarimoHHbIe TEXHOJIOTHH, TEXHHUYECKHE U MTPOTPaMMHBIC CPEJCTBA, CPEICTBA
u Mepsl 3anuThl [IJIH 10mKHBI OBITH peaan30BaHbl HA COBPEMEHHOM YPOBHE Pa3BUTHS
HAyKH M TEXHUKH, OOOCHOBAHBI C TOYKH 3pPEHUS JOCTHIKCHHUS 3aJaHHOIO YPOBHS
0e301MacHOCTH HMH(OpPMAIMU M SKOHOMHYECKON I1e71ecO000pa3HOCTH, a TaKKe JOJDKHBI
COOTBETCTBOBATh YCTAHOBJCHHBIM HOpMaM U TpeOoBaHUSIM 110 6e3omacHocTH [1/]H.

5.16. Cneumnajau3anus u npodeccuoHaIN3M

[Ipeanonaraer mpuBiedeHHE K pa3pabOTKe CPEACTB M peaiu3aldud MEp 3alUThI
[I/IH cnenuanu3upoBaHHBIX OpraHU3alUi, HauboJyiee MOATOTOBJIEHHBIX K KOHKPETHOMY
BUJlY JCSATENbHOCTU IO OOeCneYeHnt0 O€30MacHOCTH HH(POPMAIMOHHBIX PECYypCOB,
UMEIOIUX OMBIT MPAKTUYECKOW pabOThl M TOCYJAPCTBEHHYIO JMIIEH3UI0O Ha IIPaBo
OKa3aHUs yCIyr B 3ToM oOsactu. Peanuzanus afMUHUCTPATUBHBIX MEpP M AKCIUTyaTalus
CPEICTB 3allMThl JIOJDKHA OCYIIECTBIATHCS MPOGECCUOHATHHO TMMOATOTOBICHHBIMU
cnenuanuctamu Lentpa (OTBETCTBEHHBIX 3a opraHu3anuo oopadorku [1/1H).



5.17. O6s3aTeJILHOCTH KOHTPOJIA

[Ipenmonaraer 00s3aTENBHOCT, M CBOEBPEMEHHOCTH BBISBICHUS W TIPECEUCHHS
MOMBITOK HApYIICHHWS YCTAHOBJICHHBIX TNpaBwi, obecriedenust Oe3omacHoctu [1/[H, Ha
OCHOBE HCIIOJIb3YEMBbIX CHCTEM W CpeAcTB 3ammThl [IJ[H, Tpu COBEpIIEHCTBOBAaHUU
KPUTEPUEB U METOJIOB OIICHKH 3PPEKTUBHOCTH ITUX CUCTEM U CPEJICTB.

KoHTposb 3a 1eITeThHOCTHIO JTF000TO TMOIh30BATENs, KAXKIOTO CPEACTBA 3alTUTHI U
B OTHOIICHHH JIFOOOTO 00OBEKTA 3aIUTHI JOHKEH OCYIIIECTBIISTHCS Ha OCHOBE MTPUMEHEHUS
CPEICTB OMNMEPATHBHOTO KOHTPOJS ¥ PETUCTpAallMM W JOJDKEH OXBaThIBaTh Kak
HECaHKITMOHUPOBAHHBIC, TAK M CAHKIIMOHUPOBAHHBIC JCHCTBUS MTOJIH30BATEICH.

Kpowme Toro, a¢dexktrBHas crucTema obecnieueHusl HHGOPMAITMOHHON 0€301aCHOCTH
TpeOyeT HaMW4uus aaeKBaTHOW W BCEOOBEMITIONICH MH(POPMAIMA O TEKYIIEM COCTOSHHUH
MPOIIECCOB, CBSI3AHHBIX C JBWKEHWEM WH(POPMAIIMA € CBEJACHUH O COOJIOJACHUH
YCTaHOBJICHHBIX HOPMATHBHBIX TpPEeOOBAaHUM, a TAaKXKE IOTOJHUTEIHHOW HWHGOpPMAIINH,
UMEIOIEeH OTHOIICHHE K MPUHATHIO pemieHuid. MHpopMmaiusa nomkHa ObITh HAJEKHOM,
CBOEBPEMEHHOM, IOCTYITHON U IPABUIHLHO 0(OPMIICHHOM.

Henocrarku cucteMsl odecrieueHus: HHPOpPMaIMOHHOM 0€30MacCHOCTH, BBISBICHHbBIE
corpynHukaMu lleHTpa MOHKHBI HEMENJIEHHO JOBOJUTHCA 0 CBEACHUS PYKOBOIUTENS
[lenTpa u omepaTUBHO YyCTpaHATbCS. Bompockl, KOTOpble KaXXyTcs HE3HAYUTEIbHBIMU,
KOT'/Ia OTJIEJbHBIE MPOIIECCHl PACCMATPUBAIOTCS H30JMPOBAHHO, MPU PACCMOTPEHUU HX
HapsAy ¢ IPYTMMHU acleKTaMH MOTYT yKa3aTh Ha OTPHUIATEIbHBIC TCHICHIIUU, TPO3SIINAC
MepepacTy B KPYITHBIC HEJOCTATKH, €CJIM OHU HE OyTyT CBOCBPEMEHHO YCTPAHCHBI.

6. Mepbl o0ecnieyeHusi HHPOPMANMOHHOI 0€30MACHOCTH
Bce mepsl obecnieuenust 6ezonacHoctu UCIT/In LlenTpa noapazaenstorcs Ha:

6.1. 3akoHonaTe/ibHbIE (IPABOBBIE) MEPhI 3aLUTHI

K mpaBoBBIM MepaM 3amuThl OTHOCSTCS ACHCTBYIOLIME B CTPAHE 3aKOHBI, YKA3bl U
HOpMaTHBHBIE aKThl, perjaMeHTHpYlolue npaBuwia odpamenus ¢ [1/IH, 3akperuistomniye
npaBa U OOSA3aHHOCTH YYAaCTHUKOB HH(OPMALMOHHBIX OTHOLIEHWH B Mpolecce HuX
0o0paOOTKM W HCIIOJIb30BAHUSA, a TAaKK€ YCTaHABJIMBAIOIIME OTBETCTBEHHOCTh 3a
HapyLeHUsl 3TUX NpaBuil. [IpaBoBbIE MepBI 3alUTHl HOCSIT B OCHOBHOM YIIPEXIAOLIHM,
npouIakTHUEeCKu XapakTep M TPeOyIOT TMOCTOSHHON pPa3bsICHUTEIBHOW pPabOTHI ¢
MOJIb30BaTENSIMU U o0cay)uBatomum nepconaiom MCII/In Lentpa.

6.2. MopaJjbHO-dTHYeCKHE MePbI 3alIIUTHI

K MopambHO-3THYECKHMM MepaM OTHOCSTCS HOPMBI TOBEICHHs, KOTOpHIC
TPAAULIMOHHO  CIOXWJINCh MM CKJIAJABIBAIOTCA IO  Mepe  paclpoCTpaHEHUs
MHPOPMAITMOHHBIX TEXHOJIOTHIA B OOIIECTBE. DTH HOPMBI OOJIBIIEH YaCThIO HE SIBISTFOTCS
00s13aTeTbHBIMU, KaK 3aKOHOJIATEIHPHO YTBEPKICHHbIE HOPMATHUBHBIC aKThI, OJHAKO, WX
HECOOJII0ICHUE MOJKET MPUBECTH K MAJCHUIO0 aBTOPUTETA, MPECTHkKA YEIIOBEKa, TPYIIIbI
i uin Lentpa B nenom. MopanbHO-3TUUECKHE HOPMBI OBIBAIOT KaK HEMHMCAHbIE, TaK U
nucaHble, TO €CTh 0(OPMIICHHBIE B HEKOTOPBIA CBOA (yCTaB) MpPaBUJI WM MPEANUCAHUH.
MopanbHO-3TUYECKHE MEpPbI 3aIIUTHl SBJIAIOTCS MNPOPUIAKTUYECKUMU U TPeOyIOT
MOCTOSIHHOM pabOThI IO CO3JJaHUIO 3J0POBOI'0 MOPAIBHOTO KJIUMaTa B KOJIJICKTUBE.
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6.3. TexHoJioTMYeCKHEe MePbI 3AITUTHI

K manHOMY BHIY Mep 3alUTHl OTHOCSTCS Pa3HOTO POJia TEXHOJIOTUYESCKUE PEIICHHSI
U TIpUEMbl, OCHOBAaHHbIE Ha WCIOJb30BAHUU HEKOTOPHIX BHUAOB HW30BITOYHOCTH
(cTpykTypHOH, (YHKIIMOHAJIBbHOM, HWH(POPMAIIMOHHOW, BpPEMEHHOW W T.OI.) H
HampaBlieHHbIC Ha YMCHBIIEHHWE BO3MOXXHOCTH COBEPIICHHUS COTPYIHHUKAMHU OIMIHMOOK |
HapYIICHUH B paMKaX MPEIOCTABICHHBIX UM MPaB U TOJTHOMOYHH.

6.4. Opranu3anuoHHbIe (AAMUHUCTPATUBHbIE) MePbI 3aIIIUTHI

OpraHu3aiMoHHble  (aAMUHUCTPATUBHBIE) MEphl  3alUUTBl - 3TO  MEpHI
OpPraHMU3aIMOHHOTO XapaKTepa, perjaMeHTHPYIOMINE MPOUEecchl (YHKIIMOHUPOBAHHUS
cucteMbl oOpaboTku [1J[H, WCTOMB30BaHWE €€ PECYPCOB, AEITEIBHOCTH IEpPCOHANA, a
TaK)Xe MOPSIOK B3aUMOJCHCTBUS MOJIb30BAaTENIEd C CHCTEMOW TaKUM 00pa3oM, 4TOOBI B
HauOOJIbIIEH CTENEHW 3aTPYJHUTh WIM HCKIIOYATH BO3MOXKHOCTH pPEATM3ALMHU YIPO3
0€30MacCHOCTH UJIM CHU3UTH pa3Mep MOTEPh B CIIy4ae UX peanu3alii.

6.5. @opmupoBaHue MOJUTHKH 0€30MACHOCTH

['maBHass 1enb aJAMUHUCTPATUBHBIX MeEp, NPEANPUHUMAEMBIX Ha BBICIIEM
yIPaBJICHYECKOM YpPOBHE - C(HOpPMHUPOBATH TOJUTUKY B o00JacTu oOecreueHus
oe3zomacHoctn [IJIH (oTpaxaromyro monxoasl k 3amure [IJIlH) m oOecmeuuTs ee
BBIIIOJIHEHHE, BBIJEIISISI HEOOXOIMMBIE PECYPCHI U KOHTPOJIUPYS COCTOSIHUE L.

C npakTU4eCcKOil TOYKHU 3pEHHs MOJUTHUKY B 00nacTH obecrieueHus 0e30MacHOCTU
[1/1n B IlenTtpe nenecooOpa3Ho pa3OuTh HA JBa YpoBHA. K BepXxHEMYy YPOBHIO OTHOCSTCS
pelieHusl pPyKOBOJICTBA, 3aTparuBarouive aestenbHocTh llenTpa B memom. Ilonurthka
BEPXHETO YPOBHSA JOJDKHA YETKO OYEPTUTh cdepy BIUSHUA W OrpaHUYCHUS MpHU
omnpeneneHun  ueneil  6ezomacHocty  I[I/IH, ompenenuTs KakMMH ~ pecypcamMu
(MaTepuanbHble, CTPYKTYpPHBIE, OpPraHU3AIMOHHBIC) OHU OYAYT JAOCTUTHYTHI, U HaWTH
pa3yMHBI ~ KOMIPOMHCC  MEXKAYy MpPUEMJIIEMBbIM  yYpOBHEM  0€30MaCHOCTH H
(GYHKIIMOHATBHOCTHIO.

[TonuTuka HM>KHErO YpPOBHS, OMNpENENseT MpOLEAYpbl, W MpaBuia JIOCTUKECHHS
nenel u pemeHus 3amad OezonacHoctv [IJI[H u meranmusupyeT (peryiaMeHTHpPYET) JTH
npaBuia;

- KaKOBBI POJIM U OOS3aHHOCTU JOJKHOCTHBIX JIUII, OTBEUAIOIIME 32 MPOBEICHUE
noauTuku 0e3onacHoctu I1/1H;

- KTO uMeeT mpasa goctyna K IIJ[H, KTo U mpu KakuxX YCIOBUSIX MOXKET YUTATh U
moauduiuposars [1JIH u T.1.

- TlonuTHka HUKHETO YPOBHSI TOJKHA!

- MpeaycMaTpuBaTh pErjiaMeHT WHOOPMAIMOHHBIX OTHOIICHWH, HCKIIFOYAIOIINX
BO3MOXKHOCTh MPOU3BOJIBHBIX, MOHOIOJBHBIX WJIM HECAHKIIMOHUPOBAHHBIX JEHUCTBUU B
OTHOIIEHUU WH(HOPMAIIMOHHBIX PECYPCOB;

- OMNpENENsATh KOATUIMOHHBIC U UEPAPXUUECKUE TPUHIUIIBI U METOJIbI Pa3/ICIICHHS
CEKpETOB U pasrpaHnueHus nocrymna K [1J1H;

- BBIOMpaTh NPOrpPaMMHO-TEXHUYECKHUE (anmapaTHbIe) CPeACTBA MPOTUBOICHCTBHUS
HCJHl, ayrentuduxanuu, aBTOpH3alUM, WACHTUPUKAIMA U JPYTUX 3aIlIUTHBIX
MEXaHU3MOB, OO0ECNEYMBAIOIIMX TapaHTUU peaju3allid TMpaB U OTBETCTBEHHOCTHU
CyOBbEKTOB HH(POPMAITMOHHBIX OTHOIICHUH.
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6.6. PersmameHTanus 10cTyna B moMenieHust

Komnonentst UCII[n IlenTtpa 1O0/KHBI  pa3MemiaTbCsi B MOMEUICHUSIX,
HaXOMSIIIMXCS TOJI OXPaHOW WM HAOMIOJCHUEM, MCKIIOYAOIIUM BO3MOXXHOCTh
OCCKOHTPOJILHOTO MPOHUKHOBEHHS B MIOMEIIICHUS MTOCTOPOHHUX JIUIl U 00eCIIeUnBAIOIIUM
(GUBUYECKYIO COXPAHHOCTh HAaXOAIIUXCS B TOMEIICHUH 3allUIaeMbIX PECypCOB
(moxymentoB, APM wu T.1.). YOopka Takux NOMEIICHUN JOJDKHA TPOU3BOJUTHCS B
NPUCYTCTBUM  OTBETCTBEHHOTO COTPYJAHHMKA, 32 KOTOPBIM 3aKpEIUICHBbI JIAHHBIE
KOMIIOHEHTBI, C COOJIIOJICHUEM MEpP, HCKIIOYAIONIMX JIOCTYN MOCTOPOHHUX JIMI[ K
3aIuIaeMbIM HTHHOPMAIIMOHHBIM pecypcaMm.

Bce mnocTtopoHHMe JHIa JIOMyCKalOTCd B TNOMEHIEHUS C KOMIIOHEHTaMH
MH()OPMAITMOHHOW CUCTEMBI TOJILKO B MMPUCYTCTBUU COTPYMHUKOB [{eHTpa.

[To oxoHyanuu pabovero IHS, TOMEIICHUS, B KOTOPBIX Pa3MEIIAI0TCsI KOMIIOHCHTHI
NCIIu Lentpa, 10KHBI 3a0UpaThCA HAa KITHOY.

6.7. PersameHTanms JA0IyCKa COTPYIHUKOB K HCI0JIb30BAHMIO
HUH(OPMAIMOHHBIX PECYPCOB

B pamkax paspemuTenbHOl cucTeMbl (MAaTpUIlbl) IOCTyNAa YCTaHABIMBAETCA: KTO,
KOMY, Kakyio MH(OpMalMI0 W A Kakoro BUAA JOCTYNa MOXKET MPEAOCTaBUTh U IpPH
KaKUX YCJIOBUSIX.

Jonyck nons3oBareneil k padbore ¢ UCII[An Llentpa m moctym K MX pecypcam
JOJDKEH OBITh CTPOro perjiameHTUpoBaH. JIoOble M3MEHEHHs] cOCcTaBa M IOJHOMOYHWUN
MOJIb30BATENEH MOJCUCTEM JAOJKHBI IPOU3BOAUTHCS YCTAHOBIEHHBIM OPSIKOM.

YpoBeHb MOTHOMOYMH KaXKJOrO IOJIb30BATENsl ONpPENENseTcs WHANUBUIAYAIBHO,
cobJirofas ciaeAayronme TpeOoBaHus:

- Ka&XIbId COTPYJHUK TIOJIb3YETCA TOJBKO MNPEANUCAHHBIMU €My MpaBaMH IO
otHomeHnto K IIJIH, ¢ koTopbiMu eMmy HeoOXxoauma paboTa B COOTBETCTBUHU C
JOJKHOCTHBIMU 00s13aHHOCTAMM. Paciipenue npas AOCTyINa U MPeloCTaBIeHUE 10CTya
K JIOTIOJIHUTEIbHBIM MH(GOPMALMOHHBIX pecypcaMm, B 00s3aTEIbHOM MOPSAIKE, JOKHO
COTJIACOBBIBATHCS C OTBETCTBEHHBIM 3a OpraHu3aiuio oopadotku I1/1H;

- pykoBoautenb lleHTpa wuMeer mpaBa Ha MNOpPOCMOTP HUHGOPMAIMUM CBOMUX
MOJYMHEHHBIX TOJIbLKO B YCTAHOBJIEHHBIX TIpelelaXx B COOTBETCTBHM CO CBOWMMH
JOJIKHOCTHBIMU O0SI3aHHOCTSIMU.

Bce corpynHuku lLleHTpa NOJKHBI HECTH NEPCOHAJIBHYI0 OTBETCTBEHHOCTH 3a
HapylIeHHUs  YCTaHOBJIIEHHOro mopsaka oOpabotku II[lH, mnpaBun  XpaHeHus,
UCIIOJIB30BAHUS U MEPeJayl HaXOIAIIUXCS B MX PACIOPSHKEHHH 3allUIIAEMBbIX PECYPCOB
cuctembl. Kaxaplii coTpyaHuk (mpu mnpueme Ha paboTy) [OOJKEH MOJMUCHIBATD
0053aTeLCTBO O COOJIOACHUM U OTBETCTBEHHOCTH 3a HApYIICHHE YCTAHOBJICHHBIX
TpeboBanuii mo coxpaneHuto [1/1a I{enTpa.

Oo6padortka I/l B xommonentax WCII[Jn ILlenTtpa nomkHa NpPOU3BOIUTHCS B
COOTBETCTBHUH C YTBEPKIACHHBIMUA TEXHOJOTMYECKUMH UHCTPYKLIUSIMH.

6.8. PernmameHTanuss  mpoueccoB  OOCHY:KUBAHUSI U OCYIIEeCTBJICHHS
MOAU(PUKALMH ANMAPATHBIX U NIPOTPAMMHBIX PeCypCcoB

B umemsx mnoamepkanus pexxkuma HHGOPMAIMOHHON O€30MacHOCTU alllapaTHoO-
nmporpaMMHasi KOH(QUTrypalus aBTOMaTU3UPOBAHHBIX PaboUnX MecT cOTpyaHuKoB LleHTpa,
C KOTOpPBIX BO3MOXEH JOCTYym K pecypcaM HH(POPMAIMOHHON CHUCTEMBI, JOJDKHA
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COOTBETCTBOBAaTh KPYI'y BO3JIOKCHHBIX Ha JaHHBIX I10JIb30BaTeliel (HYHKIIMOHAIBHBIX
00s13aHHOCTENA.

B xomMmoneHnTax HHPOPMAIMOHHOW CHCTEMBI M Ha pab0OYMX MECTaX IMOJIb30BaTEIICH
JOJDKHBI YCTaHABIIUBATHCS M HCIIOJIb30BaThCS JINIICH3UOHHBIC ITPOrPaMMHBIC CPE/ICTBA.

6.9. O0ecnieyeHre M KOHTPOJIb (PU3NYECKON 1EJTOCTHOCTH (HEHM3MEHHOCTH
KOH(UTypanumn) annapaTHbiX pecypcoB

O6opynoBanne WHPOPMAIIMOHHBIX CHUCTEM, HCIHOIb3yeMOe I JOCTyla H
xpanenust [I/[H, kK KoTopoMy JOCTyn OOCIYKHBAIOLIEro MepcoHaia B IpoLecce
AKCIUTyaTallui He TpeOyeTcs, mocie HalaJ0YHbIX, PEMOHTHBIX U UHBIX pa0OT, CBSI3aHHBIX
C IOCTYIIOM K €r0 KOMIIOHEHTaM JOJIKHO 3aKpbIBAThCSI.

6.10. Iloadop u MOATrOTOBKA NEPCOHAJIA, 00yUeHHe MOJIb30BaTe el

[Tonb3oBatenn WCII[u Ilentpa, a Taxke pPyKOBOISIIMN U OOCITYKHUBAIOIIHIMA
NEPCOHAN JOJDKHBI OBITh O3HAKOMJIEHBI CO CBOMM YpPOBHEM IIOJIHOMOYHN, a TaKkKe
OpraHU3alUOHHO-PACIOPSIANTENBHON, HOPMATUBHOW, TEXHUYECKON M 3KCIUTyaTallMOHHON
JIOKyMEHTAIMEH, orpeiensoniei TpedoBanus u nopsgok oopadorku [1/1H B LlenTpe.

Ob6ecneuenne Oe3zonacHoctd [I/IH BO3MOXKHO TOJBKO TOCHE BBIPAOOTKUA Yy
MOJIb30BATEJICH OMpEJEICHHON KYJbTYphl paOOThl, T.€. HOPM, O0OS3aTE€IbHBIX IS
WCTIOJTHEHUSI BCEMH, KTO paboTaeT ¢ umHpopManmoHHbIMU pecypcamu llentpa. K Ttakum
HOPMaM MOKHO OTHECTH 3alpeIlieHUE JIIOOBIX YMBIIUIEHHBIX WIM HEYMBIIUICHHBIX
NEHUCTBUN, KOTOpbIE HAPYIIAIOT HOpMalibHyl0 paboTy kommnoHeHtoB WCII[H LlenTpa,
BBI3BIBAIOT JOMOJHUTEIBHBIE 3aTPaThl PECYpPCOB, HAPYIIAIOT LEJIOCTHOCTh XPAHUMOW U
oOpabatbiBaeMoil uH(OpMalMK, HAPYIIAIOT WHTEPECHl 3aKOHHBIX IOJb30BaTENCH,
BJIQ/ICJIbLIEB I COOCTBEHHUKOB.

Bce mnonszoBarenu UCII[An LleHTpa [O0MKHBI  OBITh  O3HAKOMJIEHBI  C
OpPraHU3aIMOHHO - PACHOPAIUTEIBLHBIMH JOKYMEHTAMU MO OOECTICUeHHIO 0€30MacHOCTH
[TJln IlenTpa, B 4acTh, UX KacCaroLIEHCs, NOJDKHBI 3HATh U HEYKOCHUTEIBHO BBIMIOIHSTH
WHCTPYKIIMM M 3HaTh oO0ImMe oO0s3aHHOCTH TI0 obOecrieueHuro Oe3omacHocty I1/]H.
JloBenenne TpeOOBaHUN yKa3aHHBIX JOKYMEHTOB JO JIHUIl, JOMYIICHHBIX K 00padoTKe
3anuaemeix 1114, JOMKHO OCYLIECTBIIATHCS MO POCIIKCH.

6.11. OTBeTCTBEHHOCTh 32  HAPYUIEHUS]  YCTAHOBJIEHHOT0  MOPSIAKA
N0JIb30BAHUS pecypcaMu HH(POPMALMOHHOM CHCTEMBI

Mepa OTBETCTBEHHOCTH MepcOoHana 3a ACHCTBUSA, COBEPUICHHbIE B HapyIICHHUE
YCTAHOBJICHHBIX MPaBWII oOecnieueHus: 6ezonacHoit padotsl ¢ [1/IH, nomkHa onpeaensTbes
HAHECEHHBIM yIIepOOM, HAJTMYMEM 3JI0T0 YMbICIA U APYTUMH (PaKTOpaMH MO0 YCMOTPEHHIO
pykoBoxacTsa Llenrpa.

Jns peanuzanu TpUHIMIA TEPCOHATBLHON OTBETCTBEHHOCTH IOJIb30BaTEIeH 3a
CBOM JICHCTBUS HEOOXOAUMBI:

- UHAMBUAyalbHAas WIACHTU(PHUKALUS TOJb30BaTENed W HWHUIMMPOBAHHBIX HMHU
MPOIIECCOB, T.€. yCTaHOBJIeHHE 3a HuMH uaeHTu(dukatopa (login, Username), Ha 0aze
KOTOPOTo OyAET OCYIIECTBIATHCS pa3rpaHUuEHUE IOCTYNa B COOTBETCTBUM C MPUHIIMIIOM
000CHOBAaHHOCTH JI0CTYIIA;

- TMpoBepKa MOJIMHHOCTH MoJib3oBaTelel (ayTeHTU(PuKaius) Ha OCHOBE TTapOJICH.
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6.12. CpencrBa obecneyenusi 6ezonacuoctu I1/{n

s oOecniedyeHus uWHPOpPMAIMOHHON Oe3zomacHocTH LleHTpa UCHOIB3YIOTCS
CJICTYIOIINE CPEICTBA 3AIUTHI:

Duzuueckue cpedcmea 3auunmul

dusuveckre Mepbl 3alUThl  OCHOBaHBl HAa TNPUMEHEHHH pPAa3HOTO  poja
MEXaHUYECKUX, FJICKTPOHHBIX WJIH JICKTPOHHO-MEXaHUYECKUX YCTPOMCTB M COOPYKEHUH,
CHEIHUAbHO MPEAHA3HAUYCHHBIX I CO3AaHMs (PU3NYECKUX MPEMSITCTBHI Ha BO3MOKHBIX
OyTAX MPOHUKHOBEHUS U JOCTyHa NOTEHIHAIbHBIX HApYyIIUTENEeH K KOMIIOHEHTaM
cuctemMbl u 3anmmaeMbiM [I/lH, a Takke TEXHHYECKUX CPEICTB BHU3YaJTbHOTO
HaAOJIO/ICHUS, CBSI3U U OXPAHHOM CUTHAIM3AIINH.

Jlst o6ecrieuenust pusmdeckoit 6e3omacHoctn komnonenToB MCII/[n Heobxoammo
OCYIIECTBIISIT s OPraHU3ALMOHHBIX M TEXHUYECKUX MEPOINPHUSATHH, BKIIOYAIOIINX:
MIPOBEPKY 000pYyI0BaHUS, IPeAHAa3HAUEHHOTO JJIst 00padboTku [1/1H, Ha:

- HaJM4ue CHEeLHMATBbHO BHEIPEHHBIX 3aKJIaIHBIX YCTPOUCTB;

- BBEJICHUE JIONOJHUTENIbHBIX OrPAaHMYEHUH 1O JOCTYNy B IOMEIICHMUS,
NpeAHa3HaYeHHbIE ISl XpaHeHus: u o0padbotku 11/1H;

- 00OpynoBaHME CHUCTEM HH(POpMATU3ALMK YCTPOMCTBAMU 3alUTHl OT COOEB
AJIEKTPONMUTAHUS U TIOMEX B JIMHUSAX CBSI3U.

TexHuueckue cpedcmea 3aujunmol

TexHuyeckue  (amnmapaTHO-POTpaMMHBIE) MEpbl  3allUThl  OCHOBAaHBI  Ha
UCIIOJIb30BAaHUHU PA3JIMUHBIX 3JIEKTPOHHBIX YCTPOWCTB M CIELHUAIBHBIX IPOTPaMM H
BBIMIOJIHSIFOUIMX (CaMOCTOSITENIBHO WJIM B KOMIUIEKCE C APYTMMH CPeICTBamMH) (PyHKUIUU
3aIIUTHl (MACHTUPUKALNIO U ayTeHTU(PHUKALUIO T0JIb30BaTeNIel, pa3rpaHUuYeHHUE JTOCTYIIa
K pecypcam, perucTpaluo COObITUIA, KpUNITOTpaduuecKoe 3aKpbITUE HH(DOPMAIUH U T.1.).

C yueroM Bcex TpeOOBaHMU W MPUHIUIIOB oOecrieueHus OesomacHocTH [IJ[H 1Mo
BCEM HaIpaBJCHUSM 3alIUThl B COCTAB CHCTEMbl 3aIUUThl JOJIKHBI OBITh BKJIIOYEHBI
CJIEIyIOLIUE CPENICTBA:

- CpEeICTBA pa3rpaHUYEHMs TOCTYMA K JAHHBIM;

- CpeACTBa PETUCTPALMU JOCTyNa K KOMIOHEHTaM MH(OPMAaLMOHHONW CHCTEMBI U
KOHTPOJIS 32 UCTOJIb30BaHUEM UH(POPMALIUK;

- CpEeICTBa pearupoBaHMsl Ha HApYILIEHHUs peXUMa MH(POPMAIIMOHHON O€30MTaCHOCTH.

Ha texHnueckue cpencTBa 3allUThl BO3JIATAETCS PEIIEHUE CIETYIOIIMX OCHOBHBIX
3a1au:

- perinameHTanus W YIpaBJIE€HUE JOCTYNOM IIOJb30BaTENEH B IOMELICHMS, K
(U3HYECKUM U JIOTHYECKUM YCTPOUCTBAM;

- 3almMTa OT MNPOHUKHOBEHMSI KOMIIBIOTEPHBIX BHUPYCOB M Pa3pylIUTEIbHOTO
BO3JICHCTBUSI BPEIOHOCHBIX MPOrPAMM;

- 3alMTa JaHHBIX CHUCTEMBbl 3allUThl Ha (ailJIoBOM cepBepe OT JOCTyma
MOJIb30BATENICH, B YbM JOJDKHOCTHBIC OOS3aHHOCTH HE BXOIUT pabora ¢ WH(POpMAIINH,
HaxXOMALIEHCS HAa HEM.

Cpeocmea uoenmuguxayuu u aymenmugukayuu noavzosamelei

B nensix npenotBpatuenus pabotsl ¢ pecypcamu UCIIIn LlenTpa mocTOpoHHUX JTUIL
HEOOXOMUMO  OOECIEeYUTh BO3MOXKHOCTH  PACIO3HABAHUS  KaXJAOTO0  JICTaJIbHOTO
noJib3oBaTeNsl (WM TPyNI mojb3oBarenieit). st uaeHTUGUKAIMH MOTYT TPHMEHSTHCS
Pa3IMYHOrO POJa YCTPOUCTBA: KIIFOUYH, KIFOUCBBIC BCTABKH, TUCKETHI U T.II.
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AyteHTudukanus (MOATBEPKIECHUE TMOMJMHHOCTH) IMOJb30BATENEH TAKXKE MOMKET
OCYLIECTBIIATHCA:

- IyTeM TMPOBEPKH HaJIM4YMs Yy II0JIb30BATENEH KaKuUX-IMOO CHELMAIbHBIX
YCTPOMCTB (KJIFOUE, KITFOUEBBIX BCTABOK U T.J1.);

- IyTEM MPOBEPKU 3HAHMS MU MapOJIEH;

- IIyTeM IPOBEPKU YHUKAIbHBIX (PU3NUECKUX XaPAKTEPUCTUK U MapaMETPOB CaMHX
II0JIb30BAaTEIIEH.

Cpedcmea pazepanuyenus 00cmyna

30HBI OTBETCTBEHHOCTH M 33Ja4l KOHKPETHBIX TEXHHUYECKUX CPEACTB 3AILUTHI
YCTaHABJIMBAIOTCS UCXOJS M3 MX BO3MOKHOCTEH M 3KCIUTyaTalMOHHBIX XAPAKTEPUCTUK,
ONMCAHHBIX B JOKYMEHTALIMHU HA JAHHBIE CPEJCTBA.

TexHuyeckue cpeAcTBa pasrpaHUUYCHHs JOCTyHa JIOJDKHBI MO BO3MOXHOCTH OBITH
COCTAaBHOMW YaCThIO €JMHON CUCTEMBI KOHTPOJIS AOCTYIIA:

- Ha KOHTPOJIHMPYEMYIO TEPPUTOPHUIO;

- B OTJIEJIbHBIC IOMELIEHUS;

- K KOMIIOHEHTaM HH(OpMalUOHHON cpenbl LleHTpa M 3JIeMEHTaM CHCTEMBI
samuThl [1JIH (usnueckuit qoctyn);

- K HHQOPMALMOHHBIM pecypcaMm (JAOKyMEHTaM, HOCUTEISIM HH(popManuu,
¢aiinam, Habopam JTaHHBIX, apXUBaM, CIIPaBKaM U T.JI.);

- K aKTHBHBIM pecypcam (MIPUKIIAIHBIM MpoTpaMMamM, 3a/iadaM u T.11.);

- K ONEPALMOHHON CUCTEME, CUCTEMHBIM IPOrpaMMaM U MporpaMmam 3aIluThI.

Cpedcmesa obecneyeHusi u KOHMPOJisL YeI10CHMHOCHU

CpenctBa oOecredeHHsl LEJIOCTHOCTH BKJIIOYAIOT B CBOM COCTaB CpeAcCTBa
PE3EpBHOIO  KONMPOBAHWS, IPOrpaMMbl  AHTUBUPYCHOM  3aIUTBI, MPOTrPaMMBI
BOCCTAHOBJIEHMSI LIEJIOCTHOCTH ONEPAI[MOHHOM cpeibl U 0a3 JaHHbBIX.

CpencrtBa  KOHTpOJISL — LIEJIOCTHOCTH — MH(OPMAIIMOHHBIX  PECYpCOB  CHUCTEM
MpeAHAa3HAYEHbl JJI1 CBOEBPEMEHHOTO OOHApyX eHUs MOJIM(PHUKAIMU WIA HCKaKEHUs
pecypcoB cucteMbl. OHU TO3BOJSIOT O0ECIEUUTh MPABUIBHOCTH (DYHKIIMOHUPOBAHUS
CUCTEMBI 3aIIUThI U EJIOCTHOCTh XPaHUMOM U 00pabaTbiBaeMoi HH(OpMaIUu.

KoHTposib 11€10CTHOCTH MH(POPMALIMM U CPEICTB 3aIIMTHI, C LEJIbI0 00ECIeUEeHHUs
HEU3MEHHOCTH MH(POPMALIMOHHOM Cpe/ibl, ONPeneIIeMOr MPeayCMOTPEHHON TEXHOJIOTUen
00pabOTKH, W 3alUThl OT HECAHKIMOHUPOBaHHOW Moaudukamuu I[1/In  gomxen
o0ecneunBaThCs:

- CpeACTBaMHU pa3rpaHHYEHHs JOCTyna (B TOMEIIEHHsA, K JIOKyYMEHTaM, K
HOCHUTEJISIM HH(POpMAIINH, K CepBEpaM, U T.I1.);

- CpeICTBaMU JJIEKTPOHHOM NOANMCH;

CpencTBa onepaTuBHOTO KOHTPOJISI M PETHCTPALUM COOBITHH 0€30IIACHOCTH

CpeactBa OOBEKTUBHOIO KOHTPOJS JOJKHBI OOecreuuBaTh OOHApY>KEHUE W
pEruCTpaIrio Bcex coObITHH (nmeicTBuil Tosib3oBaTene, monsiTok HCJ u 1.11.), KOoTOpHhIE
MOTYT TIOBJIEYb 3a COOOI HapylieHue Oe30MacHOCTH M NPUBECTH K BO3HUKHOBEHMIO
KPU3UCHBIX CUTyaluid. AHamuM3 COOpaHHOW CpEeACTBAMHU pPETHCTpalud HHGOPMAIUH
MTO3BOJISIET BBISIBUTDH (DAKTHI COBEPIIICHUSI HAPYIIEHUH, MX XapaKTep, MOJCKa3aTh METOJI €ro
pacclieZloBaHus U CIOCOOBI MOWCKAa HapyIIUTENs W HchpaBieHuss cutTyauuu. CpencTtsa
KOHTPOJISL U PETUCTPALMU AOJHKHBI TPEAOCTABISATH BO3MOKHOCTH:
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- BEJICHUA U aHaJIM3a )KyPHAJIOB PETUCTPAIIUU COOBITUN O€30MaCHOCTH (CHUCTEMHBIX
KYPHAJIOB);

- TMOJy4YeHHWs] TBEpAOHW Komuu (TMEeYaTH) IKypHaJla pPETUCTPAllid  COOBITHI
0e30MacHOCTH;

- YIOPSAOYEHUS JKYPHAJIOB, a TaK)Ke YCTAHOBJICHUS OTPAHWYCHUN HA CPOK HUX
XpaHeHUS;

- OIEPATHBHOTO OMOBEIIEHUS OTBETCTBEHHOIO 3a opranmu3aiio oopadborku [1JIH o
HapyIICHUSX.

[Ipu peructparuu coObBITHH OE30MACHOCTH B JKypHAJIE MOJDKHA (PUKCHPOBATHCS
cnenytomias naopmarus:

- JlaTa v BpeMsi COOBITHS;

- uacHTU(DUKATOP CYOBEKTa, OCYIIECTBISIONIETO PETUCTPUPYEMOE ICHCTBHE;

- JIeicTBUE (THUII JOCTyMa).

6.13. KoHTpoJib 3(peKTHBHOCTH CUCTEMBbI 3AIIUTHI

Kontpons  3ddextuBnoctn  3ammrtel  I[IJIH  ocymecTBiaseTcss ¢ LEIbIO
CBOEBPEMEHHOI'O  BBIABICHHS W mpenorBpamieHus yredkn IIJlH 3a  cuer
HECAaHKLMOHUPOBAHHOIO JOCTYIIA, & TAKXKE MPEAYIPEKICHUS BO3MOKHBIX CIEIUAIbHBIX
BO3JICHCTBUN, HaIlpaBJIICHHBIX Ha YyHuurtoxxeHue [IJlH, paspymieHue cpeacTs
uHpopMaTuzauuu. KOHTpoib MOKET NPOBOAUTHCS MPUBIEKAEMBIMU JUIS 3TOM LEIH
OpraHU3aLUsAMU, UMEIOIIUMU JTULEH3UIO HAa 3TOT BUJI IEATEIBbHOCTH.

Onenka s¢dexktuBHOCTH Mep 3aumThl [I/IH mpoBoaMTCA € HCHOIB30BAHUEM
TEXHHYECKUX UM TIPOrPAMMHBIX CPEACTB KOHTPOJSA HAa NPEAMET COOTBETCTBUS
YCTaHOBJICHHBIM TPEOOBAHMSIM.



